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1 Introduction

1.1 How to Use this Manual

The document is organized as follows:

Chapter 1, About this Manual, describes the target audience of this
document, lists document conventions and related documents.

Chapter 2, Command Reference, broadly groups all the CLI
commands based on features.

Chapter 3, Command Listing, describes each CLI command,
parameters and output fields in detail, with examples.

Chapter 4, Quick Reference helps you look up commands at a
glance, with a quick look at the related parameters.

1.2 Document and Notational Conventions

<> Keywords (words you must enter exactly as shown) are
represented in Bold Italic.

X User specified values in a command are shown in
regular typeface (that is, they are not bold and not italic). For
example,

create alg port portno port-no [prot {any|tcp|udp|<prot-number>}]

algtype {ftp|snmp|ra|rcmd|l2tp|mirc|icq]|

cuseeme|h323 gq931|h323 ras)}

Here, “port-no” will carry the user specified value.

X Parameter values enclosed in < > must be specified.
X Parameters enclosed in [ ] are optional.
<> Parameter values are separated by a vertical bar (| )

when only one of the specified values value can be used
(you can use only one).

<> Parameter values are enclosed in { } when you must
use one of the values specified.

<> Parameters are enclosed in [ ]+ to indicate that you can
specify the parameter one or more times on the command
line.

<> Parameters are enclosed in [ ] * to indicate that you can
specify no values, one value, or multiple values.

x4 An asterisk (*) symbol in the description table for
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parameters indicates a configuration-dependent maximum
value. For example, in the command create atm
trfdesc, the parameter trfindex traffic-
descriptor-index has a valid value range of 1 - *. Here, *
indicates a configuration-dependent maximum value.
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2 CLI Command Reference

This section lists commands according to features.

2.1 ALG Commands

Category Commands
ALG Type get alg type
Port ALG create alg port

delete alg port
get alg port

22 ATM Commands

Category

Commands

1483 Statistics

get atm 1483 stats

AALS5 VC Statistics

get atm aal5 stats
reset atm aal5 stats

IP over ATM Interface

create ipoa intf
delete ipoa intf
get ipoa intf

imodify ipoa intf

OAM Loopback

get oam lpbk vc
odify oam lpbk vc

OAM F5CC

lmodify oam cc vc
get oam cc vc

Switched Virtual Connection

create atm svccfg
delete atm svccfg
get atm svccfg

Imodify atm svccfg

Traffic Descriptor

create atm trfdesc
delete atm trfdesc
get atm trfdesc

\Virtual ATM Port

Interface: create atm port
delete atm port
get atm port
modify atm port
Statistics: get atm stats
reset atm stats

Virtual Circuit

Interface: create atm vc intf
delete atm vc intf
get atm vc intf
modify atm vc intf
Statistics: get atm vc stats
reset atm vc stats

2.3 AutoDetect Commands
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Category

Commands

Global Configuration

get autodetect cfg
imodify autodetect cfg

24 Bridge Commands

Category

Commands

Global Configuration

get bridge mode
modify bridge mode

Forwarding Table

get bridge forwarding

Information get bridge tbg info
modify bridge tbg info
reset bridge tbg stats

Ports Interface:

get bridge port intf
Statistics:

get bridge port stats
reset bridge port stats

create bridge port intf
delete bridge port intf

Static Entries

create bridge static

delete bridge static
get bridge static

modify bridge static

STP

Global Configuration:

get stp global
modify stp global
Port Configuration:

get stp port

modify stp port
reset stp stats
reset stp port stats

2.5 Bridge Router Autosense (BRAS) Commands

Category

Commands

Configuration

get bras cfg
imodify bras cfg

2.6 DHCP Client Commands

Category Commands
Information get dhcp client info
Statistics get dhcp client stats




2.7 DHCP Relay Commands

Category

Commands

Global Configuration

get dhcp relay cfg
imodify dhcp relay cfg

Interface Table

create dhcp relay intf
delete dhcp relay intf
get dhcp relay intf

Statistics

get dhcp relay stats
reset dhcp relay stats

2.8 DHCP Server Commands

Category

Commands

IAddress Table

get dhcp server address

Global Configuration

get dhcp server cfg
imodify dhcp server cfg

Pool Exclusion Table

create dhcp server exclude
delete dhcp server exclude
get dhcp server exclude

Host Table

create dhcp server host
delete dhcp server host
get dhcp server host

Imodify dhcp server host

Pool Table

create dhcp server pool
delete dhcp server pool
get dhcp server pool

Imodify dhcp server pool

Statistics

get dhcp server stats
reset dhcp server stats

2.9 DNS Commands

Category

[Commands

Configuration

lmodify DNS relay
get DNS relay
create dns servaddr
delete dns servaddr
get dns servaddr

Statistics

get dns relay stats
reset dns relay stats

2.10 DSL Commands

Category [Commands
Configuration lmodify dsl config
get dsl config
get dsl params
Statistics get dsl stats cntrs
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get dsl stats curr
get dsl stats hist
reset dsl stats cntrs
get dsl stats flrs
reset dsl stats flrs

2.11 EoA Commands

Category

Commands

Configuration

create eoca intf
get eoca intf

delete eoca intf
Imodify eoa intf

2.12 Ethernet Commands

Category

Commands

Configuration

create ethernet intf
delete ethernet intf
get ethernet intf

Imodify ethernet intf

Statistics

get ethernet stats
reset ethernet stats

2.13 Firewall Commands

Category

Commands

Configuration

get fwl blacklist
delete fwl blacklist
imodify fwl global
get fwl global

Statistics

get fwl stats
reset fwl stats

2.14 ICMP Commands

Category

Commands

Statistics

get icmp stats

2.15 IGMP Commands

Category

Commands

Configuration

create igmp intf
delete igmp intf
get igmp intf
get igmp groups
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2.16 ILMI Commands

Category

Commands

Configuration

create ilmi intf

get ilmi access protocol
get ilmi intf

odify ilmi intf
r::‘rigger ilmi

2.17 IP Commands

Category Commands

IAddress Table get ip address

ARP Table create arp
delete arp
get arp

Global Configuration get ip cfg

imodify ip cfg

Routing create ip route
delete ip route
get ip route

Statistics get ip stats

get host info

2.18 IP Filtering Commands

Category

Commands

Filtering Rules

Configuration:
create ipf rule entry
delete ipf rule entry
get ipf rule entry
modify ipf rule entry
Statistics:
get ipf rule stats
reset ipf rule stats

Statistics

get ipf session
reset ipf session
delete ipf session

Global IP Filtering Setup

get ipf global
Imodify ipf global
get ipf stats
reset ipf stats

2.19 L2TP Commands

Category

Commands

Configuration/Statistics

get 12tp tunnel config
delete 12tp tunnel config
get 12tp tunnel config
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get 12tp global config
odify 12tp global config
odify 12tp tunnel config

get 12tp udp stats

reset 12tp tunnel stats

get 12tp tunnel stats

get 12tp global info

get 12tp session stats

reset 12tp session stats

2.20 L2Wall Commands

Category

Commands

Global Configuration

get 12wall cfg
imodify 12wall cfg

2.21 NAT Commands

Category

Commands

Global Configuration

get nat global
Imodify nat global

Global Statistics

get nat stats
reset nat stats

Rule

Rule Statistics:
get nat rule stats
reset nat rule stats
Status:
get nat rule status
Table:
create nat rule entry
delete nat rule entry
get nat rule entry

Translation Table

get nat translation

Status

get nat status

2.22 Pfraw Commands

Category

Commands

Rule and Subrule

create pfraw rule entry
create pfraw subrule entry
delete pfraw rule entry
delete pfraw subrule entry
get pfraw rule info

odify pfraw rule entry
Eodify pfraw subrule entry

Global Configuration

lmodify pfraw global
get pfraw global

Statistics

get pfraw stats
get pfraw rule stats
reset pfraw rule stats
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reset pfraw stats

Protocol Blocking

get pfraw block
imodify pfraw block

2.23 PPP Commands

Category Commands

IP Status get ppp ipinfo

Link Configuration create ppp intf
delete ppp intf
get ppp intf
imodify ppp intf

Link Status get ppp lstatus

Global Configuration

get ppp global
imodify ppp global

Security Secrets

create ppp security
delete ppp security
get ppp security

imodify ppp security

2.24 PPPoE Commands

Category

Commands

IAC Service Name Support

get ppe acserv

Global Configuration

imodify ppe cfg
get ppe cfg

Policy Configuration

create ppe pconf
delete ppe pconf
get ppe pconf

Statistics

Global:

get ppe stats global
Session:

get ppe stats session

2.25 RIP Commands

Category

Commands

Global Configuration

get rip global
imodify rip global

Interface create rip intf
delete rip intf
get rip intf
imodify rip intf

Statistics get rip stats

reset rip stats

2.26 RMON Commands

[Category

[Commands
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Event Group get rmon eventgrp
Memory Pool get rmon mpool
Queue get rmon queue
Semaphore get rmon semaphore
Task get rmon task

2.27 SNMP Commands

Category Commands
Community create snmp comm
delete snmp comm
get snmp comm
Host create snmp host
delete snmp host
get snmp host
Statistics get snmp stats
Traps get snmp trap
imodify snmp trap

2.28 SMTP Commands

Category

[Commands

Configuration

odify smtp servaddr
get smtp servaddr

2.29 SNTP Commands

Category

Commands

Configuration

create sntp servaddr
delete sntp servaddr
get sntp servaddr
imodify sntp cfg

get sntp cfg

Statistics

get sntp stats
reset sntp stats

2.30 Surfing Profile

Category

Commands

Configuration

reset surf profile reg

2.31 TCP Commands
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Category Commands

Connection Table delete tcp conn
get tcp conn

Statistics get tcp stats

2.32 UDP Commands

Category Commands
Listener Table get udp listen
Statistics get udp stats

2.33 UNI Commands

Category Commands

Configuration create atm uni
delete atm uni

get atm uni

2.34 Usage Control Commads

Category Commands

Configuration get usagectrl
Imodify usagectrl

get datauserslist
reset datauserslist

2.35 USB Commands

Category Commands

Configuration create usb intf
delete usb intf
get usb intf

imodify usb intf

Statistics |get usb stats

2.36 ZIPB Commands

Category Commands
g

Configuration lmodify zipb cfg enable
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2.37 Other Commands

apply

alias

commit

create user
delete user

do getserialize
do getver

do serialize
download

get autoupdate
get interface stats
get nbsize

get sizeinfo
get system

get trace cfg
get trace stats
get traps

get trapprints
get user

help

list

logout

memset

modify autoupdate
modify nbsize
modify system
modify trace cfg
modify trapprints
passwd

ping

prompt

rdm

rdf

reboot

remove

reset traps

size

traceRoute
unalias

verbose

wrm



-26-

3 Command Listing

This chapter lists all commands in detail. All commands are
arranged in an alphabetical order.

3.1 dlias

Description
Use this command to create an alias for any CLI command. You
can later call this command by using the alias-string along with any
additional parameters, which you need to specify. It will display a list
of all the aliases currently defined if no parameter is given.

Command Syntax
alias [alias-string = aliased-command]

Parameters
Name Description
alias-string The string which you will use to refer to the aliased command

henceforth.

Type: Optional

\Valid values: string of up to 14 characters

(A-Z, ‘a-'Z,'0-'9, -’ )

aliased-command This is the total CLI command length (512 characters).

Type: Mandatory

\Valid values: Any string (all printable characters except ‘;’) as
long as the total CLI Command length is not exceeded.

Mode
Super-User, User

Example
With parameters:

Salias abc = create dhcp server pool

Set Done

Sabc start-ip 192.168.1.1 end-ip 192.168.1.5 mask 255.255.255.0
Entry Created

Pool Id: 0
Without parameters:
Salias
Alias Command
abc create dhcp server pool

Output field description

IField IDescription
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\Alias This is the new abbreviated command which you may use in place
of the string specified in Command
Command [The command string which has been aliased
Caution
Alias Name should not match any CLI keyword. In this case the
alias creation will be successful but the alias will not work. It will
prompt an error.
References
<> unalias command.
3.2 apply
Description

Command Syntax

Use this command to apply a configuration (.cfg) or shell script (.sh)
file that is stored on the modem but has not yet been made active.
(This command does not work with binary files, which are activated
in RAM when they are uploaded.)

apply fname file-name [besteffort true|false] [sparams

"<params>"]
Parameters
Name Description
fname file- This specifies the file name which needs to be applied.
name Type: mandatory
\Valid values: string of up to 128 characters: (‘A’-'Z’, ‘a’-'z’, ‘0’-'9’, ’-
)
lbbesteffort If the besteffort flag is false, command execution (as specified in

true| false

"file-name" file) stops immediately after a command returns an
error.

If the besteffort flag is true, command execution (as specified in
"file-name" file) continues even if a command returns an error.
Type: Optional

\Valid values: true or false

Default value: false

sparams Params is space-separated list of parameters used as input in
"<params>" case of shell script files.
Type: Optional
\Valid values: quoted string.
Mode
Super-User
Example

$ apply fname myconfig.cnf
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Output

Example 1:

verbose on

create atm port ifname atm-0

Entry Created

If-Name
CBRPriority
RTVBRPriority
GFRPriority
MaxConfVccs
OAMSrc

Oper Status

Example 2:

atm-0

Oxfffff

The output of the command is determined by the contents of

myconfig.cnf.

The file myconfig.cnf has the following commands:

The output would be:

MaxVccs 2
5 UBRPriority 1
4 NRTVBRPriority 0 3
2 Latency : Interleaved
0
5 e o s o e o o e o
Up Admin Status : Up

The file myconfig.cnf has the following commands:

create atm port ifname atm-0

Entry Created

Output field description

Caution

References

3.3 commit

The output would be:

None.

None.

X modify autoupdate command
X set autoupdate command

X remove command

<& list command

<& download command

Description

Command Syntax

Use this command to commit the active configuration to the flash.

commit
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Parameters

Mode

Example

Output

Set Done

Output field description

Caution

References

34 create alg port

None.

Super-User, User

$ commit

None.

None.

X reboot command

X download command

Description

Command Syntax

Parameters

Use this command to create an ALG port.

create alg port portno port-no [prot {any|tcp|udplicmp|esp|
num <prot-number>}] algtype
{ftp|snmp]|cuseeme||2tp|ra|rcmd|mirc|
h323_q931|h323_ras|pptp|rtsp|timbuktu|ldap|sgicompco
re|

msnmsgr|ike|esp}

Name

Description

portno port-no

The Port number on which the ALG should run.
The port here is the destination port of the untrans-
lated packet

Type: Mandatory

\Valid values: 0 — 65535

prot

any| tcp|udp| icmp| esp
| num< prot-number> \Valid values: any, tcp, udp, icmp, esp or 0-255 (

This specifies the protocol type for which the ALG
should run.
Type: Optional
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valid IANAspecified protocol)

Default value: any

algtype ftp|snmp|cuseeme| [This specifies the ALG which has to be applied to
12tp| ra| remd|mirc| this port

h323 q931|h323 ras|pptpl| Type: Mandatory

rtsp| timbuktu| ldap|
sgicompcore|msnmsgr|ikel|e

sp
Mode
Super-User
Example
$ create alg port portno 21 prot tcp algtype ftp
Output

Verbose Mode On:

Entry Created

Port Num Protocol ALG Type
21 Tcp FTP
Verbose Mode Off:

Entry Created

Output field description

Field Description

Port Num 'The port number on which the ALG will operate.

The port here is the destination port of the untranslated packet.

Protocol The protocol for which this ALG will run.

ALG type This specifies the ALG with has to be applied to this port. It may be:
ftp, snmp, cuseeme, 12tp, ra, rcmd, mirc, h323_q931, h323_ras,
pptp, rtsp, timbuktu, Idap, sgicompcore, msnmsgr, IKE,ESP

Caution
None.
References
X delete alg port command
X get alg port command
<& get alg type command.

3.5 createarp

Description
This command is used for creating a static entry in ARP table.

Command Syntax
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create arp ip ip—address macaddr mac-address

Parameters
Name Description
ip ip-address IP address corresponding to the media-dependent “physical”

address

Type: Mandatory

\Valid values: Any valid class A/B/C IP address
lmacaddr mac- 'The media-dependent “physical” address
Type: Mandatory

address \Valid values: 0:0:0:0:0:1 - ff:ff.ff.ff:ff.fe
Mode
Super-User
Example
$ create arp ip 192.168.1.1 macaddr 11:11:11:11:11:11
Output

Verbose Mode On:

Entry Created

If Name Type Mac Address Ip Address

veth-0 Static 11:11:11:11:11:11 192.168.1.1
Verbose Mode Off:

Entry Created

Output field description

Field Description

If Name This specifies the physical interface for the media. It may be:
eth-0orveth-4toveth-1

Type This defines the type of mapping in use. The value Invalid has the ef-

fect that this entry is not used. It may be:
Static,Dynamic,Other

IMac Address The media-dependent “physical” address

Ip Address IP address corresponding to the media-dependent “physical” address

Caution
The specified interface should exist. Please refer to the create

ethernet intf command.

References
< delete arp command

<> get arp command
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X create ethernet intf command
X ip stats related commands

<& ip route related commands

<& ip address related commands

<> ip cfg related commands

3.6 create aim port

Description
Use this command to create an ATM Port.

Command Syntax
create atm port ifname interface-name [Maxvc max—
num-vccs] [fast|interleaved] [oamsrc cam-src-1id]
[cbrpriority cbr— priority] [rtvbrpriority rtvbr-
priority] [nrivbrpriority nrtvbr-priority]
[ofrpriority gf r-priority] [ubrpriority ubr-
priority] [enable|disable]

Parameters

Name Description

ifname interface-name [This specifies the name of the ATM port

Type: Mandatory

\Valid values: atm-0

lmaxve max-num-vccs This specifies the maximum number of VCCs (PVCCs

and SVCCs) supported at this ATM interface

Type: Optional

\Valid values: 1 - up to maxvc given in size com-

mand

Default value: 2

fast|interleaved Type of DSL channel in use on the underlying DSL

port

Type: Optional

Default value: interleaved

ocamsrc oam-src-id Loop back source id assigned to the ATM port. The

IATM port will respond to all loopback cells which carry

this OAM id.

Type: Optional

\Valid values: Ox followed by 32 hex digits

Default value: Oxffffff ffff ffff ffff ffff ffff ffff

cbrpriority chr- priority Priority of the CBR class. The higher the value, the

higher the priority The priority can be changed at run

time.

Type: Optional

\Valid values: 1-5

Default value: 5

rtvbrpriority rtvbr- Priority of RT-VBR service category. The higher the
. . value, the higher the priority. The priority can be

priority changed at run time.

Type: Optional
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\Valid values: 1-5
Default value: 4

nrtvbrpriority nrtvbr-
priority

Priority of NRT-VBR service category. The higher the
value, the higher the priority. The priority can be
changed at run time.

Type: Optional

\Valid values: 1-5

Default value: 3

gfrpriority g fr-
priority

This specifies the priority of GFR class. Value 1
means minimum priority is assigned to this traffic
class. The higher the value, the higher the priority. It
can be changed at run time.

Type: Optional

\Valid values: 1-5

Default value: 2

ubrpriority ubr-
priority

Priority of the best effort traffic. Value 1 means min-
imum priority is assigned to this traffic class. The
higher the value, the higher the priority. It can be
changed at run time.

Type: Optional

\Valid values: 1-5

Default value: 1

enable|disable

IAdmin status of the ATM port
Type: Optional
Default value: enable

Mode

Super-User

Example

$ create atm port ifname atm-0 maxvc 4 fast

Output

Verbose Mode On:

Entry Created

If-Name : atm-0 MaxVccs HE!

CBRPriority : 5 UBRPriority 1
RTVBRPriority Ha! NRTVBRPriority : 3
GFRPriority 2 Latency . fast
MaxConfVccs : 0

OAMSrc : OxXfffffffffffffffffffffffffffffffef

Oper Status : Up Admin Status : Up

Verbose Mode Off:

Entry Created

Output field description

Field

Description

If-Name

This specifies the name of the ATM port: It can be:
atm-0.

IMax Vccs

This specifies the maximum number of VCCs
(PVCCs and SVCCs) supported at this ATM inter-
face. It can be: 0-64.

CBRPriority

Priority of the CBR Class. Value 1 means lowest pri-
ority and higher the value higher the priority. It may
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be 1-5

UBRPriority

Priority of the best effort traffic. A value 0 means no
traffic of this class is supported. The higher the value,
the higher the priority. It may be: 1-5.

RTVBRPriority

Priority of the RT-VBR service category. The higher
the value, the higher the priority. It may be: 1-5.

INRTVBRPriority

Priority of the NRT-VBR service category. The higher
the value, the higher the priority. It may be: 1-5.

GFRPriority

This specifies the priority of GFR class. A value 0
means no traffic of this class is supported. Higher the
value higher the priority. It may be: 1-5.

Latency

Type of DSL channel in use on the underlying DSL
port. It may be: fast, interleaved

IMaxConfVccs

This specifies the current number of VCCs configured
on this port. It may be: 0 - Value defined in MaxVccs.

OAMSrc

Loop back source id assigned to the ATM port. The
IATM port will respond to all loopback cells which
carry this OAM ID.

Oper Status

The actual/current state of the interface. It can be ei-
ther Up or Down

I Admin Status

The desired state of the interface. It may be either Up
lor Down

Caution

References

3.7 create atm svccfg

Execute the size command before creating an atm port.

<> atm trfdesc related commands

<> atm vc related commands

X ocam lpbk command

X atm port related commands

< atm statistics related commands.

Description

Command Syntax

Parameters

Use this command to configure SVC (Switched Virtual Connection).

create atm svccfg ifname interface-name daddr dest-
atm- address [pppoaleoalany] [nplan isdn|atmes] [trfindex
traffic- descriptor-index][abtxsize aal5-
cpcs—-tx-sdu-size]

[abrxsize aal5-cpcs—-rx-sdu-size] [vemux|licmux|none]

Name

[Description
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Ifname interface-name|nterface name of the SVC to be configured.

Type: Mandatory
\Valid values: aal5-0, aal5-1...

Nplan isdn|atmes The Address Plan to which the specified ATM Desti-

nation Address (for SVC to be opened) belongs
Type: Optional

\Valid values: isdn|atmes

Default value: atmes

daddr dest-atm-address The ATM address of the destination with which the

connection has to be established.
Type: Mandatory
\Valid values: Valid ATM Address

lpppoa| eoca| any This specifies the protocol that would run on the VC.

pppoa — PPP over ATM

eoa — Ethernet over ATM
IAny — Any

Type: Optional

\Valid values: ppoa, eoa, any
Default value: any

Trfindex traffic- The index of the Traffic Descriptor Table entry whose
descriptor-index traffic parameters are desired for the SVC to be
opened.

Type: Optional
\Valid values: 0 - 2 (max VC)
Default value: 0

sdu-size

aStxsize aal5-cpcs-tx- This specifies the transmit CPCS SDU size to be used

Type: Optional
\Valid values: 1-65535
Default value: 9188

sdu-size

aS5rxsize aal5-cpcs-rx- This specifies the receive CPCS SDU size to be used

Type: Optional
Valid values: 1-65535
Default value: 9188

vcemux | 11cmux| none The type of Protocol Multiplexing used over 1483. The

\value none means no data multiplexing is to be done.
Type: Optional

\Valid values: vemux, licmux, none

Default value: llcmux

Mode

Example

Output

Entry Created

VC IfName
VPI
Numbering Plan

Dest Atm Address :
1 Access Protocol : PPPoA

Trf Descr Index

Super-User.

$ create atm svccfg ifname aal5-0 nplan atmes daddr
0x47000580ffde0000000000010500000000000000 trfindex 1
abtxsize 200 abrxsize 200 vemux pppoa

Verbose Mode On

: aal5-0 AAL5 Encap : VC Mux
: 0 VCI : 0
: atmes

0x47000580££de0000000000010500000000000000
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Aalb5 Tx Size : 200

Entry Created

Output field description

Aal5 Rx Size . 200
Verbose Mode Off

Name Description

VC Ifname Interface name of the configured SVC.

\AAL5 Encap The type of Protocol Multiplexing used over 1483

VPI The VPI of the ATM VC found towards the specified ATM
Destination

vCI 'The VCI of the ATM VC found towards the specified ATM

Destination

\INumbering Plan

'The Address Plan to which the specified ATM Destination
Address (for SVC to be opened) belongs.

Dest Atm Address

'The ATM address of the destination with which the connec-
tion is established.

Trf Descr Index

The index of the Traffic Descriptor Table entry whose traffic
parameters are for the SVC to be opened.

lAccess Protocol

This specifies the protocol that runs on the VC

lAal5 Tx Size

This specifies the transmit CPCS SDU size.

lAal5 Rx Size

This specifies the receive CPCS SDU size.

Caution

References

3.8 create atm hfdesc

None.
< get atm svccfg command
< delete atm svccfg command

Description

Command Syntax

Parameters

Use this command to create a traffic descriptor entry. Traffic
descriptors are used to specify desired traffic characteristics during
VC creation.

create atm trfdesc trfindex traffic-descriptor-index

[NOCLP_NOSCR|CLP_NOTAG_MCR|NOCLP_SCR]
[UBR|GFR|CBR|RTVBRINRTVBR] [pcr peak-cell-rate]
[mcrminimum- cell-rate][scr sustained-cell-
rate][mbs maximum-burst-size]

Name

Description

trfindex traffic-

This identifies the traffic descriptor entry. The traffic
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descriptor-index

descriptor 0 has a special meaning — it is always
created by default and is used if the user does not
specify a traffic descriptor in the create atm vc intf
command.

Type: Mandatory

\Valid values: 0 - *

INOCLP_NOSCR| CLP_NOTAG_MCR|
INOCLP_SCR

Type of traffic to be used.

Type: Optional

\Valid values: NOCLP_NOSCR,
CLP_NOTAG_MCR, NOCLP_SCR
Default value: NOCLP_NOSCR

UBR| GFR| CBR| RTVBR| NRTVBR

Service category to be used.

UBR and CBR can be used only with
NOCLP_NOSCR, RTVBR, and NRTVBR.

GFR can be used with CLP_NOTAG_MCR.
Type: Optional

\Valid values: UBR, GFR, CBR, RTVBR, NRTVBR
Default value: UBR

pcr peak-cell-rate

Peak Cell Rate for ATM Traffic
Type: Optional

\Valid values: 0 — 4294967295
Default value: 0

lmer minimum-cell-rate

Minimum Cell Rate for ATM Traffic
Type: Optional

\Valid values: 0 — 4294967295
Default value: 0

scr sustained-cell-
rate

Sustained Cell Rate for ATM Traffic
Type: Optional

\Valid values: 0 — 4294967295
Default value: 0

lmbs maximum burst size

Maximum Burst Size for ATM Traffic
Type: Optional
\Valid values: 0 — 4294967295

Default value: 0

Mode

Super-User

Example

$ create atm trfdesc trfindex 2 noclp_noscr ubr

Output

Verbose Mode On:

Entry Created

Traffic Descr Id H Type : NOCLP_NOSCR
Service Category : UBR Frame Discard : Enabled
PCR : 0 MCR : 0
Verbose Mode Off:
Entry Created
Output field description
Field Description

Traffic Descr Id This identifies the traffic descriptor entry which has been cre-
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ated.

Type

This defines the type of traffic used. It may be:
NOCLP NOSCR, CLP NOTAG MCR, or NOCLP SCR

Service Category

This specifies the service category to be used. It may be:
UBR, GFR, CBR, RTVBR, NRTVBR

Frame Discard

It is always Enabled. It indicates that the network is requested
to treat data for this connection, in the given direction, as
frames (e.g. AAL5 CPCS_PDU's) rather than as individual
cells. This treatment may for example involve discarding en-
tire frames during congestion, rather than a few cells from
many frames.

PCR Peak Cell Rate for ATM Traffic
IMCR Minimum Cell Rate for ATM Traffic
Caution
None.
References
X atm trfdesc commands
X atm vc related commands
o5 atm statistics command
X atm port related commands

3.9 create atm uni

Description

Command Syntax

Parameters

Use this command to create UNI (User Network Interface).

create atm uni ifname interface—-name saddr source-
atm-addr [nplan isdn|atmes] [version uni31|uni40]

Name

Description

Ifname interface-name |[nterface name of the ATM VC over which UNI

signaling is to be run.
Type: Mandatory
\Valid values: aal5-0, aal5-1...

INplan isdn|atmes

'The Address Plan to which the specified ATM
Source Address belongs

Type: Optional

\Valid values: isdn|atmes

Default value: atmes

saddr source-atm- The self ATM address. It could be a valid hexvalue
or decvalue.
address Type : Mandatory

\Valid values: Valid ATM Address

version uni3l|uni40

This specifies the version of UNI.
Type: Optional




-39 -

\Valid Values: uni31 or uni40
Default Value: uni31

Mode

Example

Output

Entry Created

Super-User.

$ create atm uni ifname aal5-0 nplan atmes saddr

0x39000760ff890000000000011900000000000000 version uni40

Verbose Mode On

IfName : aal5-0 ATM Numb Plan : atmes

Status : Up

Version : UNI40

Self ATM Address : 0x39000760££890000000000011900000000000000

Entry Created

Output field description

Verbose Mode Off

Name

Description

Ifname

Interface name of VC over which UNI signaling is running. It can
be: aal5-0, aal5-1...

IATM NumbPlan

The Address Plan to which the specified ATM Source Address
belongs.

Status
This specifies the status of the Signaling ATM Adaptation Layer
(SAAL) layer. The purpose of SAAL is to provide reliable transfer
of signaling message between peer UNI entities.
Version This specifies the version of the UNI used. UNI31 and
UNI40 mean UNI3.1 and UNI4.1 respectively.
SelfAtmAddress The source ATM address.
Caution
Create aal5 VC with none encapsulation, before creating atm uni.
References

< get atm uni command

< delete atm uni command
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3.10 create atm vc intf

Description

Command Syntax

Use this command to create a new ATM Virtual Circuit.

create atm vc intf ifname interface-name VPi vpi VCi vci
[lowif virtual-atm-port-interface-name]
[enable|disable|lpbk] [trindex traffic-descriptor-
index] [aal5] [abtxsize aal5-cpcs-tx-sdu-size]
[@a5rxsize aal5-cpcs— rx-sdu-size]
[vemux|llicmux|none] [aSmaxproto max-protocol-

per—-aal5] [veweight ve-weight]

Parameters
Name Description
ifname \VC Interface Name
interface- Type: Mandatory
name \Valid values: aal5-0 - * to aal5-7
lowif virtual- [Lower interface index. It should correspond to a valid atm port.
_ _ Type: Optional
a_tm port \Valid values: atm-0
interface- Default value: atm-0
name
vpi Virtual Path Identifier
Type: Mandatory
\Valid values: 0-255
vei \Virtual Circuit Identifier

Type: Mandatory
\Valid values: 0-65535

enable|disable|
1pbk

This specifies the Admin Status of the VC. Ipbk has a special
significance. If set to Ipbk, the VC will loop back whatever cells it
receives.

Type: Optional

Default value: enable

trfindex

This index references an existing traffic descriptor, whose ATM
traffic parameters will be used to create the VC.

Type: Optional

Default value: 0

aal5

AAL type to be used for the VC.
Type: Optional
Default value: aal5

aStxsize

This specifies the transmit CPCS SDU size to be used
Type: Optional

\Valid values: 1-65535

Default value: 9188

a5Rxsize

This specifies the receive CPCS SDU size to be used
Type: Optional

Valid values: 1-65535

Default value: 9188

vemux | 1lcmux|
none

This specifies the data multiplexing method to be used over the

IAALS5 SSCS layer. RFC 1483 defines two methods — VC muxing
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and LLC muxing. None means no data multiplexing is to be
done.

Type: Optional

Default value: llcmux

\ASmaxproto

This specifies the maximum number of protocols that are sup-
ported over the VC. It is relevant and configurable only for an
LLC muxed VC. For a VC muxed VC it is always 1.

Type: Optional

\Valid values: 1-255

Default value: 2

veweight

This specifies the priority of the VC. Higher value means higher
priority.

Type: Optional

\Valid values: 0-255

Default value: 10

Mode

Example

Output

Entry Created

LowIf

VC IfName
Admin Status
Aal5 Tx Size
AAL Type

Max Aalb5 Proto
VC Weight

Entry Created

Output field description

: 40

: Up

Super-User

$ create atm vc intf ifname aal5-0 vpi 10 vci 10 lowif atm-0 enable
trfindex 2 aal5 a5txsize 9200 a5rxsize 9200 llcmux a5Smaxproto 3

veweight 40

Verbose Mode On:

: atm-0 VPI : 10 VCI : 10
: aal5-0 VC Type : PVC
Oper Status : Up
: 9200 Aal5 Rx Size : 9200
: AALS AALS5 Encap : LLC Mux
3 Trf Descr Index : 2

Verbose Mode Off:

Field Description

LowIf Lower interface index. It is always: atm-0

VPI It is the Virtual Path Identifier.

VCI It is the Virtual Circuit Identifier.

VC IfName \VC Interface Name. It can be: aal5-0 - aal5-63

VC Type This field specifies whether VC type is PVC or SVC.

Oper Status

The actual/current state of the interface. It can be either Up or
Down

|Admin Status

The desired state of the interface. It may be either Up, Down or
Loopback. Loopback has a special significance. A Loopback VC
will loop back whatever cells it receives.

|lAal5 Tx Size

This specifies the transmit CPCS SDU size to be used

lAal5 Rx Size

This specifies the receive CPCS SDU size to be used

lAal Type

IAAL type in use for the VC

|lAal5 Encap

This specifies the data multiplexing method to be used over the
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IAALS SSCS layer.

IMax Aal5 Proto [This specifies the maximum number of protocols that are supported
over the VC

Trf Descr Index ([This identifies the transmit traffic parameters in use. It corresponds
to a valid traffic descriptor entry

VC Weight This specifies the priority of the VC. Higher value means higher
priority

Caution
Entry corresponding to the specified trfindex should exist. Please
referto atm trfdesc commands.

The specified lower interface should exist. Please refer to the
create atm port command.

References
X atm vc intf commands
X atm trfdesc related commands
X ocam lpbk command
< atm port related commands
< atm statistics command

3.11 create bridge port inif

Description
Use this command to create a new bridge port.

Command Syntax
create bridge port intf ifnrame interface-name

Parameters

Name Description

ifname interface-name|Specifies the interface name for which the bridge port
is to be created. Any valid EoA or ethernet interface
may be specified.

Type: Mandatory

\Valid values: eoa-0 - *, eth-0

Mode
Super-User

Example
$ create bridge port intf ifname eth-0

Output



-43-

Verbose Mode On:

Entry Created

Port If-Name Delay-Exceed-Discards MTU-Exceed-Discards

Verbose Mode Off:

Entry Created

Output field description

Field Description

Port 'The port number of the interface for which the bridge port
has been created.

If-Name This specifies the Interface name corresponding to the
above port.

It can be: eoa-0 - ¥, eth-0

Delay-Exceed-Discards |[The number of frames discarded by this port due to ex-

cessive transit delay through the bridge
TU-Exceed-Discards 'The number of frames discarded by this port due to the

|M frame size being greater than the MTU of the interface

Caution
The specified interface should exist.
References
<& delete bridge port intf command
X create usb intf command
<> get bridge port intf related commands
X bridge mode related commands
<& bridge port stats related commands
<& bridge static related commands
<& bridge forwarding related commands
<> create ethernet intf related commands
<> create eoa intf related commands.

3.12 create bridge static

Description
Use this command to specify the list of interfaces over which frames
destined for the given MAC address shall be forwarded.

Command Syntax
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create bridge static macaddr mac-address inifname
interface- namelall [ifname interface-
namelall]+

Parameters

[Name Description

lmacaddr mac-address The destination MAC address in a frame to which this en-
try's filtering information applies.

Type: Mandatory

\Valid values: 0:0:0:0:0:1 to FF:FF:FF:FF:FF:FE

Inifname Interface from which a frame must be received in order for
interface- this entry's filtering information to apply. A value of all in-
name|all dicates that this entry applies on all interfaces of the bridge

for which there is no other applicable entry.

Type: Mandatory

\Valid values: eth-0, eoa-0 - *, usb-0

ifname interface- |[The interface to which frames destined for the given MAC

name|all address are allowed to be forwarded. Any number of such
interfaces may be specified together.

Type: Optional

\Valid values: eth-0, eoa-0 - *

Default value: all

Mode
Super-User

Example
$ create bridge static macaddr 1:1:1:1:1:1 inifname veth-0 ifname
eth-0 ifname eoa-1

Output
Verbose Mode On:

Entry Created

MAC Address : 01:01:01:01:01:01 Incoming Interface : veth-0
Interfaces : eoca-0 eoa-1

Verbose Mode Off:

Entry Created

Output field description

[Field Description

IMAC Address The destination MAC address in a frame to which this entry's filtering
information applies

Incoming Interface from which a frame must be received in order for this entry's
Interface filtering information to apply. A value of all indicates that this entry
applies on all interfaces of the bridge for which there is no other
applicable entry.

Interfaces The interfaces to which frames destined for a specific MAC address
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are allowed to be forwarded.
They may be: eth-0, eca-0 - *

Caution

Bridge ports must have been created for the interfaces specified in
this command.

References

3.13 create dhcp relay inif

delete bridge static command

get bridge static related commands
modify bridge static related commands
bridge port stats related commands
bridge static related commands

bridge forwarding related commands

bridge mode related commands.

Description

Use this command to enable the specified interface for DHCP relay.

Command Syntax

create dhcp relay intfifname interface—-name

Parameters
Name Description
ifname interface- This specifies the Interface which is to be enabled for
DHCP Relay
name Type: Mandatory
\Valid values: eth-0, eoa-0 - *, ppp-0 - *, ipoa-0-* and
usb-0
Mode
Super-User
Example
$ create dhcp relay intf ifname eth-0
Output

Verbose Mode On:

Entry Created
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Entry Created

Output field description

Verbose Mode Off:

Field Description
If-Name This specifies an interface which is enabled for DHCP Relay.
It can be: eth-0, ppp-0, ppp-1....
Caution
None.
References
X delete dhcp relay intf command
<> get dhcp relay intf related commands
<> dhcp relay cfg related commands
X dhcp relay stats related commands
<& create ethernet intf related commands
<& create ppp intf related commands.

3.14 create dhcp server exclude

Description

Command Syntax

Parameters

Use this command to create an entry in the address exclusion table.
While assigning addresses to DHCP clients, the DHCP server does
not use the |P addresses that are added in the address exclusion

table.

create dhcp server exclude ip ip—-address

Name

Description

ip ip-address

The IP address that has to be excluded. The IP Address must
belong to a pool

Type: Mandatory

\Valid values: Any valid class A/B/C IP address

Mode

Super-User
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Example
$ create dhcp server exclude ip 192.168.1.5

Output
Verbose Mode On:

Entry Created

Ip Address

192.168.1.5
Verbose Mode Off:

Entry Created

Output field description

Field Description
ip Address This is the IP Address that has been excluded.

Caution
The IP Address specified must belong to a pool.

References
<> get dhcp server exclude command
X delete dhcp server exclude related commands
<& dhcp server pool related commands.

3.15 create dhcp server host

Description
This command is used to create a DHCP static host entry.
Whenever a client with the same MAC address as specified in the
entry requests an IP address, the server assigns it the address as
given in the entry. The client with the given MAC address always
gets this same IP address whenever it boots.

Command Syntax
create dhcp server hostip ip—address mask ip-address
hwaddr hw-address [dname domain-name]
[{pop3|nntp|weblirclwins|swins|dns|sdns|gwy|smtp} ip-
address]* [dlease default-lease-time] [mlease
max—-lease-time]

Parameters

Name Description
ip ip-address This specifies the IP address to be provided to this host
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Type: Mandatory
\Valid values: Any valid class A/B/C IP address

mask ip-address

This specifies the subnet mask to be provided to the host
Type: Mandatory
\Valid values: 128.0.0.0 — 255.255.255.254

hwaddr hw-address

This specifies the hardware address of the client.
Type: Mandatory
\Valid values: 0:0:0:0:0:0 — ff:ff:ff.ff.ff.ff

dname domain-name

Specifies the domain name configured for this host
Type: Optional

\Valid values: String of length 64 with valid characters ‘a’-
'z, ’A-'Z’,’0-'9’, - and .

Default value: null

gwy ip-address

This specifies the default gateway IP address
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

pop3 ip-address

This specifies the IP address of the POP3 Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

nntp ip-address

This specifies the IP address of the NNTP Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

web ip-address

This specifies the IP address of the WWW Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

irc ip-address

This specifies the IP address of the IRC Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

wins ip-address

This specifies the IP address of the primary WIN Server
Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

swins ip-address

This specifies the IP address of the secondary WIN Server
Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

dns ip-address

This specifies the IP address of the primary Domain Name
Server

Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

sdns ip-address

This specifies the IP address of the secondary Domain
Name Server

Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

smtp ip-address

This specifies the IP address of the SMTP Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

dlease default-
lease-time

This specifies the lease period for which the server assigns
an |IP address to a client in case the client does not request
for a specific lease period itself.

Type: Optional

\Valid values: 0 -mlease

Default value: 25692000 seconds (this equals 30 days)
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lease max-lease- |[This specifies the maximum period for which the DHCP
time server can lease out an IP address to a DHCP client.
Type: Optional
\Valid values: 0 — 4294967295
Default value: 31536000 seconds (this equals 1 year)

Mode
Super-User

Example
$ create dhcp server host ip 192.168.1.7 mask 255.255.255.0
hwaddr 12:34:45:56:3:2

Output
Verbose Mode On:

Entry Created

Host Ip :192.168.1.7 Hardware Addr : 12:34:45:56:03:02
Def Lease (sec) : 2592000 Max Lease (sec) : 31536000

Domain Name :

Subnet Mask : 255.255.255.0

Gateway Ip : 0.0.0.0 Smtp Ip 0.0.0.0

Dns Ip : 0.0.0.0 Sec. Dns Ip 0.0.0.0

Pop3 Ip : 0.0.0.0 Nntp Ip 0.0.0.0

Www Ip 0.0.0.0 Irc Ip 0.0.0.0

Wins Ip Sec. Wins Ip 0.0.0.0

Verbose Mode Off:

Entry Created

Output field description

Field Description

Host Ip This specifies the IP address to be provided to this host.

[Hardware Addr This specifies the hardware address of the client

Def Lease This specifies the lease period for which the server assigns an
IP address to a client in case the client does not request for a
specific lease period itself.

IMax Lease This specifies the maximum period for which the DHCP server
can lease out an IP address to a DHCP client.

Domain Name Specifies the domain name configured for this host

Subnet Mask This specifies the subnet mask to be provided to the host

Gateway Ip This specifies the default gateway IP address

Smtp Ip This specifies the IP address of the NNTP Server

Dns Ip This specifies the IP address of the primary Domain Name
Server

Sec.Dns Ip This specifies the IP address of the secondary Domain Name
Server

Pop3 Ip This specifies the IP address of the POP3 Server

Nntp Ip This specifies the IP address of the SMTP Server

Www Ip This specifies the IP address of the WWW Serve

Irc Ip This specifies the IP address of the IRC Server

Wins Ip This specifies the IP address of the primary WIN Server

Sec. Wins Ip This specifies the IP address of the secondary WIN Server
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Caution

None.

References

get dhcp server host command
delete dhcp server host related commands
modify dhcp server host related commands

dhcp server related commands.

3.16 create dhcp server pool

Description

Use this command to create a DHCP server pool.

Command Syntax

create dhcp server pool [pool-id pool-id] start-ip ip-

address end-ip ip-address mask ip-address

[dname domain-name]

{{pop3|nntp|weblirclwins|swins|dns|sdns|gwy|smtp} ip-
address}* [enable|disable] [lthres 1ow-threshold]
[dlease default-lease-time] [mlease max-lease-

time]

Parameters

Name

Description

pool-id pool-id

This specifies the Pool Id to be assigned to the newly cre-
ated pool. If no id is specified then the pool is automatically
assigned a pool id which is free.

Type: Optional

Valid values: 0-* , where * dependes upon the iad.conf
value

start-ip ip-
address

The IP address of the first address in the range. The value
of range start must be less than or equal to the value of
range end

Type: Mandatory

\Valid values: Any valid class A/B/C IP address

end-ip ip-address

The IP address of the last address in the range. The value
of range end must be greater than or equal to the value of
range start.

Type: Mandatory

\Valid values: Any valid class A/B/C IP address

mask ip-address

This specifies the subnet mask provided to any client of-
fered an address from this range

Type: Mandatory

\Valid values: 128.0.0.0 — 255.255.255.254

dname domain-name

Domain name used per subnet.

Type: Optional
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\Valid values: String of length 64 with valid characters ‘a’- ‘Z’,
'A-Z' 09, ", and -
Default value: null

gwy ip-address

This specifies the default gateway IP address
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

pop3 ip-address

This specifies the IP address of the POP3 Server
Type: Optional

Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

nntp ip-address

This specifies the IP address of the NNTP Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

web ip-address

This specifies the IP address of the WWW Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

irc ip-address

This specifies the IP address of the IRC Server
Type: Optional

Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

wins ip-address

This specifies the IP address of the primary WIN Server
Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

swins ip-address

This specifies the IP address of the secondary WIN Server
Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

dns ip-address

This specifies the IP address of the primary Domain Name
Server

Type: Optional

Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

sdns ip-address

This specifies the IP address of the secondary Domain
Name Server

Type: Optional

\Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

smtp ip-address

This specifies the IP address of the SMTP Server
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

dlease default-
lease-time

This specifies the lease period for which the server assigns
an IP address to a client in case the client does not request
for a specific lease period itself.

Type: Optional

Valid values: 0 -mlease

Default value: 2592000 seconds (this equals 30 days)

Imlease max-lease-
time

This specifies the maximum period for which the DHCP
server can lease out an IP address to a DHCP client.
Type: Optional

\Valid values: 0 — 4294967295

Default value: 31536000 seconds (this equals 1 year)

enable|disable

The state the pool is to be set in.
Type: Optional

\Valid values: enable, disable
Default value: enable

lthres low-

Specifies the lowest threshold value on the number of
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threshold available IP addresses for a particular shared network. If
the number of free IP addresses fall below this value, then
a trap is raised. This value has to be less than the pool size
specified using the start and end ip addresses.
Type: Optional
\Valid values: 0 — 255
Default value: 0
Mode
Super-User
Example
$ create dhcp server pool start-ip 192.168.1.1 end-ip 192.168.1.200
mask 255.255.255.0
Output

Verbose Mode On:

Entry Created

Pool Id : 0 Status : Disable
Start Ip : 192.168.1.1 End Ip : 192.168.1.200
Def Lease (sec) : 2592000 Max Lease (sec) : 31536000
Range Inuse H Outstd Offers : 0
Low Thres : 0 Subnet Mask : 255.255.255.0
Domain Name
Gateway Ip : 0.0.0.0 Smtp Ip : 0.0.0.0
Dns Ip : 0.0.0.0 Sec. Dns Ip 0.0.0.0
Pop3 Ip : 0.0.0.0 Nntp Ip 0.0.0.0
Www Ip : 0.0.0.0 Irc Ip : 0.0.0.0
Wins Ip : 0.0.0.0 Sec. Wins Ip : 0.0.0.0
Verbose Mode Off:
Entry Created
Output field description
Field Description
Pool Id This is the pool identifier.
Status This defines the Admin status of the entry. It may be: Enable, Dis-
able
Start Ip [The IP address of the first address in the range.
End Ip The IP address of the last address in the range

Def Lease

This specifies the lease period for which the server assigns an IP
address to a client in case the client does not request for a spe-
cific lease period itself.

IMax Lease

This specifies the maximum period for which the DHCP server can
lease out an IP address to a DHCP client.

IRange Inuse

'The number of addresses in this range that are currently in use.
This number includes those addresses whose lease has not ex-
pired and addresses which have been reserved

Outstd Offers

'The number of outstanding DHCPOFFER messages for this range
is reported with this value. An offer is outstanding if the server
has sent a DHCPOFFER message to a client, but has not yet
received a DHCPREQUEST message from the client nor has the
server-specific timeout, within which a client can respond to the
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offer message, for the offer message expired

Low Thres

This specifies the lowest threshold value on the number of avail-
able/ free IP addresses for a particular shared network

Subnet Mask

'The subnet mask provided to any client offered an address from
this range

Domain Name

Domain name used per subnet.

Gateway Ip This specifies the default gateway IP address
Smtp Ip This specifies the IP address of the NNTP Server
Dns Ip This specifies the IP address of the primary Domain Name Server

Sec.Dns Ip

This specifies the IP address of the secondary Domain Name
Server

Pop3 Ip This specifies the IP address of the POP3 Server

Nntp Ip This specifies the IP address of the SMTP Server

Www Ip This specifies the IP address of the WWW Serve

Irc Ip This specifies the IP address of the IRC Server

Wins Ip This specifies the IP address of the primary WIN Server

|Sec.Wins Ip

This specifies the IP address of the secondary WIN Server

Caution

References

No two pools can overlap i.e. an IP Address cannot belong to more

than 1 pool.

X get dhcp server pool command

X delete dhcp server pool related commands
<> modify dhcp server pool related commands
X dhcp server cfg related commands

< dhcp server exclude related commands

< dhcp server address related commands.

3.17 create dns servaddr

Description

Command Syntax

Parameters :

Use this command to create DNS server addresses.

create dns servaddr <ip-address>

Name

Description

ip-address

This parameter specifies the IP address for config-
uring the DNS server address.

Type: Mandatory

\Valid values: Valid IP address.




-54-

Mode

Super-User.
Example :

$ create dns servaddr 182.25.2.1
Output

Verbose mode on:

Entry Created
DNS Server IP Address

182.25.2.1

Verbose mode off:
Entry Created

Output Field description:

Field Description
DNS Server IP Address This specifies the IP address of the DNS server.
Caution
None
References:

3.18 create eoaq inif

Description
Use this command to create an eoa interface.

Command Syntax

create eoa intfifname interface—-name [ip ip-address]
[mask net-mask] lowif low-interface-name
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[inside|outside|none] [usedhcp truelfalse] [droute
true|false] [ifsectype public|private|dmz] [gwy

<ddd.

Parameters

Mode

ddd.ddd.ddd>]

Name

Description

ifname interface-name

This parameter specifies the name assigned to this
interface.

Type: Mandatory

Valid values: eoa-0 - *

ip ip—-address

The IP address to be assigned to the eoa interface.
Type: Optional

\Valid values: Any valid class A/B/C IP address
Default value: 0.0.0.0

lmask net-mask

This parameter specifies the subnet mask to be ap-
plied to the IP address.

Type: Optional

Valid values: 128.0.0.0 — 255.255.255.254

Default value: 0.0.0.0

lowif low-interface-
name

This parameter specifies the lower interface of an eoa
interface.

Type: Mandatory

\Valid values: aal5-0 - *

inside|outside| none

This specifies the NAT direction for the interface.
Type: Optional

\Valid values: inside, outside, none

Default value: none

usedhcp true|false

This specifies whether a DHCP client is to be triggered
to obtain an IP address for this interface from a DHCP
server.

Type: Optional

\Valid values: true or false

Default value: false

droute true|false

This specifies the default route
Type: Optional

\Valid values: true or false
Default value: false

ifsectype
lpublic|private|dmz

Type of interface security.

Type: Optional

\Valid values : public, private or dmz
Default Value : public

gwy <ddd.ddd.ddd.ddd>

This specifies the gateway IP address
Type: Optional
Valid values: Any valid class A/B/C IP address

Default value: 0.0.0.0

Super-User

Example

$ create eoa intf ifname eca-01ip 192.168.1.1 mask

255.255.255.0 lowif aal5-0 none ifsectype public
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Verbose Mode On:

Output
IfName : eoa-0
Configured IP Address: 0.0.0.0
Low IfName : aal5-0
Gateway 0.0.0.0
Oper Status : Down
UseDHCP : False

Entry Created

Output field description

Interface Sec Type : Public
Mask : 0.0.0.0
NAT Direction : OUT
DRoute : False
Admin Status : Up

Verbose Mode Off:

Field

Description

IfName

[The name of the interface which has been created.

Configured IpAddress

IP address assigned to the eoa interface.

IMask

Network mask to be applied to the IP Address.

LowIfName

Specifies the lower interface.

INat Direction

This specifies the NAT direction which may be: inside,
outside or none.

Oper Status

[The actual/current state of the interface. It can be ei-
ther Up or Down

I Admin Status

The desired state of the interface. It may be either Up
or Down

UseDhcp

\Whether or not a DHCP client is used to obtain the IP
address for this interface from a DHCP server

Interface Sec Type

Interface Security Type.

Droute

Default route

Gateway address

Gateway IP address

Caution

References

3.19 create ethernet inff

None.

get eoa intf command

delete eoa intf command
modify eoa intf command

eoa stats related commands
interface stats related commands

atm vc intf related commands

Description

Command Syntax

Use this command to create a physical or a virtual Ethernet

interface. The type of interface to be created is identified by the

name of the interface.
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create ethernet intf ifname interface—-name [ip ip-
address] [mask net-mask] [phyif low-interface-
name] [inside|outside|none] [usedhcp local|remotelfalse]
[ifsectype public|private|dmz]

Parameters
Name Description
ifname interface- [This parameter specifies the name which will be used to
name refer to the interface in future. The interface type, i.e.,

Mode

whether it is physical or virtual is implicit in the name. eth
(e.g., eth-0) specifies a physical interface and veth (eg
veth-0, veth-1 etc. ) specifies a virtual interface.

Type: Mandatory

\Valid values: eth-0, veth-0 - *

ip ip-address The IP address to be assigned to the Ethernet interface.
Type: Mandatory only when virtual interface is specified,
i.e., it is not eth-0

\Valid values: Any valid class A/B/C IP address. 0.0.0.0 is
invalid for a virtual ethernet interface.

Default value: 0.0.0.0

IMask net-mask This parameter specifies the subnet mask to be applied to
the IP address. Mask not allowed when usedhcp true,
along with ip 0.0.0.0

Type: This field is not allowed when a physical interface is
specified and ip is 0.0.0.0. In all other cases the field is
mandatory.

Valid values: 255.0.0.0 — 255.255.255.255

Default value: 255.0.0.0

phyif low- \When a virtual interface is being created, this specifies the
interface- name !ower interface name to t?e specified. Thls can be the
interface name of a physical ethernet interface only.
Type: Optional for virtual (veth) interfaces.

Not allowed for physical (eth) interfaces.

\Valid values: eth-0

Default value: eth-0

inside|outside|none This specifies the NAT direction for the interface.

Type: Optional

\Valid values: inside, outside, none

Default value: none

usedhcp Local: IP address for this interface is obtained from a local
local| remote| false DHCP server

Remote: DHCP client is used to obtain the IP address for
this interface from a remote DHCP server

False: DHCP client is not used.

Type: Optional

\Valid values: local, remote, false

Default value: false

ifsectype Interface security type
public|private|dmz Type: Optional
\Valid values : public, private or dmz

Default Value : private

Super-User
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Example

Output

Entry Created

$ create ethernet intf ifname eth-0 ip 192.168.1.1 mask

255.255.0.0 ifsectype private inside

Verbose Mode On:

Interface : eth-0

Interface Sec Type : Private Configured IP Address
192.168.1.1

Mask : 255.255.255.0 UseDhcp : False
Physical Interface : eth-0 Nat Direction : None
Configured Duplex : auto Configured Speed : auto
Duplex : half Speed : 10BT
Operational Status : Up Admin Status

Entry Created

Output field description

Verbose Mode Off:

Field Description

Interface The name of the interface which has been created.
Interface Security |[Type of interface security - private, public or demilitarized.
Type

Configured Ip IP address assigned to the Ethernet port.

\Address

Mask Network mask to be applied to the IP Address.

UseDhcp Local: IP address for this interface is obtained from a local

DHCP server

Remote: DHCP client is used to obtain the IP address for this
interface from a remote DHCP server

False: DHCP client is not used.

\Physical Interface

\Valid only in case of virtual interfaces i.e. the Type is not eth. It
can only be eth-0

INat Direction

This specifies the NAT direction which may be: inside, outside
or none.

Configured Duplex

The duplex modeto be used by the interface, as configured
by the user.

Configured Speed

Line speed to be used by Ethernet interface as configured by
the user

Duplex

The duplex mode used by the interface.

Speed

Line speed used by Ethernet interface

Operational Status

The actual/current state of the interface. It can be either up or
down

IAdmin Status

The desired state of the interface. It may be either up or down

Caution

References

A virtual interface (veth-0, veth-1 etc.) cannot be created unless a

physical interface (i.e. eth-0) exists.
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<> get ethernet intf command

<> delete ethernet intf command

<& modify ethernet intf related commands
< ethernet stats related commands

<> interface stats related commands.

3.20 create igmp inif

Description
Use this command to start IGMP over a given IP interface.

Command Syntax
create igmp intf ifname <interface—-name> [ginterval
<query- interval>][robust <robustness-
variable>] [host|router] [version igmpv1]igmpv2]
[gmaxresponsetime < gmaxresponsetime >] [Imginterval
< Imqinterval >]

Parameters

Name Description

ifname <interface- This identifies the interface on which IGMP is enabled.
Type: Mandatory

name> \Valid values: eth-0, veth-0 - *, ppp-0 - *, eoa-0 - *,
usb-0, ipoa-0-*
Default value: None.

ginterval <quUery- This specifies the periodic interval in seconds at which

interval> rnczg;gggry messages (queries) are transmitted on this

Type: Optional

\Valid values: 1-4294967295

Default value: 125 seconds

robust <robustness- The Robustness Variable allows tuning for the ex-

. pected packet loss on a subnet. If a subnet is expect-
variable> ed to be lossy, the Robustness Variable may be
increased. IGMP is robust to (Robustness Variable- 1)
packet losses.

Type: Optional.

\Valid values: 1-255

Default value: 2

lhost| router This tells whether the interface is configured as IGMP
Host Interface or IGMP Router Interface

Type: Optional.

\Valid values: host or router

Default value: router

Version igmpvl|igmpv2 This identifies the version of IGMP.

Type: Optional

\Valid values: igmpv1 and igmpv2

Default value: igmpv2

gmaxresponsetime < This identifies the query max response time (in secs)
gmaxresponsetime> Type: Optional

\Valid Values: Any decimal value.
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Default value: 10

Imginterval < lmginterval ([This identifies the Last Member Query Interval (in
> secs)

Type : Optional

\Valid Values: Any decimal value.

Default value: 1

Mode
Super-User.

Example
$ create igmp intf ifname eth-0 ginterval 150 robust 10 version
igmpv1 Imqinterval 2 gmaxresponsetime 10

Output

Verbose Mode On

Entry Created

IfName : eth-0 Type
: Host
Version ¢ igmpvl Query Interval (sec)
: 150
Query Max Resp Time (sec) . 10 Last Memb
QueryIntvl (sec) : 2
Robustness : 10 Join Requests
10
Current Groups : 8

Verbose Mode Off

Entry Created

Output field description

Field Description

Query Interval (sec) This is the periodic interval at which host-query mes-
sages (queries) are transmitted on this interface

Version This field specifies the version of IGMP.

Query Max This field specifies the query max response time (in

ResponseTime (sec) secs)

Last Memb QueryIntvl (sec) [This is the periodic interval at which host-query mes-
sages (queries) are transmitted on this interface.

Join Requests This is the number of times a group membership has
been added to this interface
Current Groups This is the current number of entries for this interface

in the IGMP Group Table.

Caution
None.

References
<> create igmp intf command

<> get igmp intf command
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<> get igmp groups command

3.21 create ilmiinff

Description
This command is used for configuring ILMI based auto configuration
parameters on an ATM interface.

Command Syntax
create ilmi intf ifname interface-name [enable|disable]
[vpi vpi-number] [vCi vci-number] [timeout t ime-
out] [keepalive keep-alive] [maxretry max-retry]

Parameters
Name Description
ifname interface- It specifies the ATM port on which ILMI based auto con-
name figuration is to be configured.

Type: Mandatory

\Valid values: atm-O0.

enable|disable Whether ILMI based auto configuration is enabled or not
on this interface

Type: Optional

\Valid values: enable, disable

Default value: disable

vpi vpi-number \VPI to be used for ILMI SNMP message exchanges
Type: Optional

\Valid values: 0 - 255

Default value: 0

vei vei-number \VCI to be used for ILMI SNMP message exchanges
Type: Optional

\Valid values: 0-65535

Default value: 16

timeout time-out Timeout value in seconds, for SNMP Get/Set messages
exchanged between peer Interface Management Entities
(IMEs).

Type: Optional

\Valid values: 1-65535

Default value: 1

keepalive keep- The time-interval in seconds, ILMI should use to poll for
peer ILMI’s availability.

Type: Optional

\Valid values: 1-65535

Default value: 5

lmaxretry max-retry Number of times ILMI should retry before declaring ILMI
connectivity as lost.

Type: Optional

\Valid values: 0-65535

Default value: 4

alive

Mode
Super-User
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Example
$ create ilmi intf ifname atm-0 enable vpi 10 vci 5 timeout 3

keepalive 5 maxretry 11

Output
Verbose Mode On:

Entry Created

Interface : atm-0 Status : Enable

VPI : 10 VCI : 5

Timeout (sec) : 3 Keep Alive (sec) : 5
Max Retries 11 Version : 4.0

Verbose Mode Off:

Entry Created

Output field description

Field Description

Interface It specifies the ATM port on which ILMI based auto
configuration is to be configured.

Status \Whether ILMI based auto configuration is enabled or
not on this interface.

VPI \VPI to be used for ILMI SNMP message exchanges

VCI \VCI to be used for ILMI SNMP message exchanges.

Timeout Timeout value for SNMP Get/ Set messages ex-

changed between peer IMEs.

[Keep Alive

The time-interval, ILMI should use to poll for peer IL-
MI’s availability.

IMax Retries

Number of times ILMI should retry before declaring
ILMI connectivity as lost.

Version

The version of ILMI

Caution

Enabling the ILMI interface only marks the state of the interface as
enabled. The actual procedure begins only after the trigger ilmi
command is given, or after the modem is rebooted. On the other
hand, to disable the procedure, it is sufficient set the ILMI interface
state as disabled.

References
<> get ilmi intf command
<& modify ilmi intf command
< modify ilmi trigger command
< trigger ilmi command

K get ilmi access protocol command

3.22 create ip route

Description
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Command Syntax

Parameters

Use this command to create a routing table entry.

create ip route ip dest-ip-address gwyip gwy-ip-

address mask net-mask

Name

Description

ip dest-ip-address Destination IP address of this route.

Type: Mandatory
\Valid values: Any valid class A/B/C address

gwyip gwy-ip-address The IP address of the next hop for this route.

Type: Mandatory
\Valid values: Any valid class A/B/C address

lmask net-mask

The Mask of the destination IP Address.
Type: Mandatory
\Valid values: 128.0.0.0 — 255.255.255.254

Mode

Example

Output

Entry Created

Destination Mask

Super-User

$ create ip route ip 192.168.2.40 gwyip 192.168.1.1 mask
55.255.255.0

Verbose Mode On:

Gateway If-name Route Route Age(sec)
Type Orig

192.168.2.40 255.255.255.

Entry Created

Output field description

0 192.168.1.1 veth-0 IND LCL 0
Verbose Mode Off:

Field Description

Destination Destination IP address of this route

Mask The Mask of the destination IP Address

Gateway The IP address of the next hop for this route

If-Name The local interface through which the next hop of this route will
be reached

Route Type The type of route. It may be: dir (for Direct), ind (for Indirect),

or inv (for invalid route)

IRoute Orig

The routing mechanism through which this route was learned.
It may be: NET (for Network Management), LCL (for Local),
RIP, ICMP,DYI (Dynamic through Interface creation)

Age

The number of seconds since this route was last updated or
otherwise determined to be correct
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Caution

References

3.23 create ipf rule eniry

None.

< get ip route command

X delete ip route command
<> ip stats related commands
<> ip cfg related commands

X ip address related commands
<& arp related commands

Description

Command Syntax

This command is used for creating an IP filter rule.

create ipf rule entry

ruleid rule-id

[fnrame interface-name|public|private|dmz|all]
[dir in|out]

[inifname interface-name|public|private|dmz|all]
[act accept| deny]

[log enable|disable]

[enable|disable]

[srcaddr {It|lteq|gt|gteq|eq|neq <ddd.ddd.ddd.ddd>}|{{range|erange}
<ddd.ddd.ddd.ddd> <ddd.ddd.ddd.ddd>}|any|self]

[destaddr {lt|lteq|gt|gteq|eq|neq
<ddd.ddd.ddd.ddd>}{{{range|erange} <ddd.ddd.ddd.ddd>
<ddd.ddd.ddd.ddd>}|any|bcast|self]

[srcport {It|lteq|gt|gteq|eq|neq {num
<decvalue>}|echo|discard|chargenl|ftp|telnet|smtp|dns|boot|tf
tp|http|pop3|snmp >}|{{range|erange} <decValue> <decValue>}|any]

[destport {lt|lteq|gt|gteqgleq|neq {num
<decvalue>}|echoldiscard|chargen|ftp|telnet|smtp|dns|boot]tf
tp|http|pop3|snmp >}|{{range|erange} <decValue> <decValue>}|any]

[icmpcode {eq|neq <decValue>}|any]

[icmptype {eq|neq echoreqg|unreach|redirlechorep|{num
<decValue>}}|any]

[transprot {eq|neq TCP|UDP|ICMP|{num <decValue>}}|any]
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[tcpflag syn|nosyn|any]
[storestate enable|disable]

[seclevel {high|medium|low}+] [blistprotect enable|disable] [logtag
"log-tag"] [isfrag yes|nolignore] [isipopt yes|nojignore]

[pktsize {lt|Iteq|gt|gteq|eq|neq <decvalue>}|any]

[todfrom <hh:mm:ss>] [todto <hh:mm:ss>] [todstatus
enable|disable]

Parameters

Name Description

ruleid rule-id [The index given by the caller to identify the rule entry.
Type: Mandatory
\Valid values: 1-4294967295

ifname interface- This specifies the IP enabled physical interface to be

name |public|private|dmz [associated to this Rule. 'ALL' indicates that Rule is to

lall be associated to all interfaces. Public, Private or DMZ
indicates that rule is to be associated with public,
private or DMZ type of interfaces recpectively.
Type: Optional
\Valid values : eth-0,veth, eoa,ppp,usb or public/pri-
vate/dmz interfaces.
Default value : all

Dir in|out Specifies the direction of data flow on which filtering is

to be applied.
Type: Optional
\Valid values: in, out
Default value: out
lAct accept|deny Specifies the action to be taken when a packet
matches a rule.
Type: Optional
\Valid values: accept, deny
Default value: deny
[log enable|disable] This flag controls the logging of matched packets.
Each log will contain IP header and TCP/UDP header
or ICMP fields, if available.
Type: Optional
\Valid values: enable|disable
Default value: disable
Srcaddr Specifies the matching criteria for source IP address.
{1t|1teqlgt|gtegleglneq [Type: Optional
<ddd.ddd. ddd. ddd>} | |Valid values: It (less than), Iteq (less than or equal to),
gt (greater than), gteq (greater than or equal o), eq
{{range|erange} (equal to), neq (not equal to), range (in the range),
<ddd.ddd.ddd.ddd> erange (out of the range) and any. Any is used when
<ddd.ddd. ddd.ddd>} | |no comparison has to be done. For range and erange,
an both the specified IP addresses are inclusive.
y i
Default value: any
Destaddr Specifies the matching criteria for destination IP ad-
{1t|lteq|gt|gteq|eq|neq dress.
<ddd.ddd. ddd.ddd>} | [Type: Optional

\Valid values: It (less than), lteq (less than or equal to),
{{range|erange} gt (greater than), gteq (greater than or equal t0), eq
<ddd.ddd.ddd.ddd> (equal to), neq (not equal to), range (in the range),

<ddd.ddd. ddd.ddd>} | |erange (out of the range) and any. Any is used when
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any no comparison has to be done. For range and erange,
both the specified IP addresses are inclusive.
Default value: any

Srcport Specifies the matching criteria for source port

{1t|1teqlgt|gteqleqg|neq
{num
<decvalue>}|echo|discar
d| chargen| ftp| telnet| sm
tp|dns|boot| tftp|http|p
op3| snmp

>} | { {range|erange}
<decValue>
<decValue>} | any]

Type: Optional

\Valid values: It (less than), Iteq (less than or equal to),
gt (greater than), gteq (greater than or equal to), eq
(equal to), neq (not equal to), range (in the range),
erange (out of the range) and any. Any is used when
no comparison has to be done. For range and erange,
both the specified values are inclusive. This field can
have valid values of echo, discard, chargen, ftp,
telnet, smtp, dns, boot, tftp, http, pop3, snmp and any
decimal value.

Default value: any

Destport
{1t|lteq|gt|gteq|eq|neq
{num
<decvalue>} | echo|discar
d| chargen| ftp| telnet|sm
tpldns|boot| tftp|http|p
op3| snmp

>} | { {range| erange}
<decValue>
<decValue>} | any|self

Specifies the matching criteria for destination Port.
Type: Optional

\Valid values: It (less than), lteq (less than or equal to),
gt (greater than), gteq (greater than or equal t0), eq
(equal to), neq (not equal to), range (in the range),
erange (out of the range) and any. Any is used when
no comparison has to be done. For range and erange,
both the specified values are inclusive. This field can
have valid values of echo, discard, chargen, ftp,
telnet, smtp, dns, boot, tftp, http, pop3, snmp and any
decimal value.

Default value: any

Icmpcode {eq|neq
<decValue>} | any

Specifies the matching criteria for ICMP code value.
Type: Optional

\Valid values: Decimal value(0-255) which is specified
in case of ICMP packets need filtering based on code
field in ICMP header. Any is used when no
comparison has to be done.

Default value: any

Icmptype {eq|neq
echoreq|unreach|redir|e
chorep| {num <decValue
>} | any

Specifies the matching criteria for ICMP Type

Type. Optional

\Valid values: Decimal value (0-255) which is specified
in case of ICMP packets need filtering based on type
field in ICMP header. It can also take values echoreq,
unreach, redir, echorep. Any is used when no
comparison has to be done.

Default value: any

transprot {eq|neq
TCP|UDP| ICMP|

<decValue>} | any

Specifies the matching criteria for transport protocol
field.

Type: Optional

\Valid values: TCP, UDP, ICMP, <decValue>
Default value: any

inifname interface-
iname | public|private|dmz
lall

This field specifies the input interface id which may be
used to dictate the rules like accept/deny all traffic
from a specific interface or a spefic type of interface
namely Public, Private , or DMZ. So, this field can be
specified only if direction is out.

Type : Optional

\Valid values : eth-0,veth, eoa,ppp,usb or all interfaces.
Default value : all

enable|disable

This specifies administrative status of Rule entry.
Type: Optional

\Valid values: enable or disable

Default value: disable

tcpflag syn|nosyn|any

Specifies filtering criteria for TCP packet types.

Type: Optional
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\Valid values: syn or nosyn or any
Default value: any

storestate enable|disable

If this flag is enabled then stateful filtering is done and
the rule action is also applied in the other direction on
the given interface.

Type: Optional

\Valid values: enable or disable

Default value: disable

seclevel high,medium,low

It specifies at which security level(s) this rule is appli-
cable. A rule can be applicable at multiple security
levels.

Type : Optional

\Valid values : high,medium and low

Default Value : low

Iblistprotect
enable|disable

This specifies whether source of the packet should be
blacklisted if it matches with the rule. It will be ap-
plicable to deny kind of rules.

Type : Optional

\Valid values : enable or disable

Default Value : enable

logtag '"log-tag"

This specifies the Filter logging tag, which will be
added to all the logs generated due to the rule
Type : Optional

Valid values : Display string of 16 char in quotes
Default Value : NULL

isfrag yes|no|ignore

yes: Rule is applicable to fragmented packets only.no:
Rule is applicable to non-fragmented packets
only.ignore: Applicable irrespective of whether the
packet is a fragment or not.

Type : Optional

\Valid values : yes, no or ignore

Default Value : ignore

isipopt yes|no|ignore

yes: Rule is applicable to IP packets with IP options
only.no: Rule is applicable to IP packets without IP
options only.ignore: Rule is applicable irrespective of
whether the packet contains IP options or not.

Type : Optional

\Valid values : yes, no or ignore

Default Value : ignore

pktsize
{1t|lteqlgt|gteqleqlneq
<decvalue>} | any

pkisize {It|lteq|gt|gteq|eq|neq <decvalue>}|any

Rule is applicable if packet size value in IP header
conforms to this criterion. Any implies that packet size
\value is to be ignored.

Type : Optional

Valid values : 0- 65535

Default Value : any

Todfrom <hh:mm:ss>

This field specifies the wall time for starting a Time of
Day based rule

Type : Optional

\Valid values : 00:00:00 t023:59:59

Default Value : 00:00:00

Todto <hh:mm:ss>

This field specifies the wall time for stopping a Time of
Day based rule.

Type : Optional

\Valid values : 00:00:00 t023:59:59

Default Value : 23:59:59

todstatus enable|disable

This field specifies whether a Time of Day based rule
should be applied for duration specified using start
time and stop time. Active indicate that the TOD based
rule should be applied from Start time to Stop time,

while Inactive indicates that rule is not applicable from
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Start Time to stop time but it is applicable for
remaining time of the day.

Type : Optional

\Valid values : enable or disable

Default Value : enable

Mode

Example

Output

Entry Created

Rule id

Rule Admin status

In interface
Security Level
Logging

Log Tag

IP Frag Pkt
TCP Flag

Src Addr
Dest Addr
Src Port
Dest Port
ICMP Code
ICMP Type
TransProt

IP Pkt Size
TOD Rule

Entry Created

Super-User.

$ create ipf rule entry ruleid 1 ifname eth-0 dir out inifname all act
accept